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Assumption:

Fhe technelegy’ exists 1o link; create,
assemblerand effectvely use: healn
IRfermMation: datarases; el public healti
PUIPESES.

WWiaalt: are: the' privacy. ISSUEs; from a
fegulatoers peint o View:?
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The 1ssues:

Statutes

Wihat phiis BeIng collected?
WhyZ IS it being| cellected?

WWihat other uses Willlit e put te77
Whe williit e disclosed to?

IS It secure?

Outsourcing




The statutes

PIPEDA Consent, “Circle of care’.

Quelec, B.C., Alberta private Sector
Prvacy: statutes: (Sulstantially, simiar).

Provincial health mifor statutes:
Bublic health statutes.

PIPEDA still applies; ter trans-horder data
flews and EWUBF activities
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The statutes

AllF privacy: statutes deallwith) the:
s Collection,

s Use, and

s Disclosure

a Off Persenall Infermation

x By someone.
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The statutes

In Alberta: HIA, FEOIP, PIPA
HIA ss 57, 58.

Collect, Use and disclose with the highest
degree of anenymity: pessible.

Collect, use and disclese: the' least amount
of Infio needed.
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Relevant decisions

Allberta Cenvical Cancer Sereening: Pregram
(H2005-1R=002)

Direct disclosure: ofi lah tests tor AB Cancer
Beald by 1als:

AB Cancer Board has authorty te collect,
Uise and disclose.

Fhey did a PlIA!
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Planning Survelllance systems

Prepare a privacy Impact assessment:!

x Reguired in AB

= OIPC-AB hasireceivead over 700

= SEe ouIr welsite: eipc.an.ca

Leadershipiis crtical: semeone has te) e

N charge; SeOmeone has te enfiorce the
fules.

Oh, yeah, there have to be rules.
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Winat phi s Being collected?

IS It the' least amount of Infor needed for
e PUrPeSES?

IS It accurate?
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Wihat Is the purpose ofi the
collection?

It 1S criticall te analyze and define the
PUIPOSES) Of the! collection at the: ouitSet.

ihisswills determine collection, use anad

disclosure; ISsUes.
Prepare: a privacy’ Impact assessment.
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What other uses?

Fhere willf e reguests/demands; te) use the: phi
oK other purpeses:

a Research

n [Law’ enfiercement

u SECUrty.

How Will“these e dealit Withe
Whe st iR charge?
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A note on research...

My epInien: existing Precesses for approving
fesearch are inadeguate and eut off date (e
OVERWOeIked, Undersreseurced REBS.

Datalhases like thiss are very attractive toe
fesearchers.

There are ways of facilitating researchrwnile
pretecting personal health Infermatien:

= CIHI
m Statistics Canada
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Planning: Whe will' the philbe
disclosed to?

Pliblic healthr autherities
Healthr care Workers
LAW: enfercement
Securnty/intelligence
EGreIgn gevernments
RESEArCAErS




Planning: Is It secure?

Allberta law reguires; “reasonanie” safeguards.
Portanles should lhe encrypied.
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Planning: Outseurcing

Fhe erganizatien/custedian; Is; responsible.

Lots of materals available en eutseurcing due
diligence.
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Planning

Given the Aumber of laws;and agencies
RVvelved, there sheuld new: be Work belng done
On planning the systems or systems, Working
EU the protecols and Identifying the: players.




Privacy Resources

Office: of the Infermatien: and Prvacy.
CommISSIGREN

a llelephene (780)422-6860
s ol firee (886)878-4044

Access and Pravacy: Branch Gevermment SERVICes
n elephone (780)644-7472
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